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Diverse Communication Patterns

Multiple Interfaces
• WiFi
• Thread
• BLE
Communicates with
• Cloud (off premise)
• Thermostat (on premise)
• Mobile Phone (off or on premise)

Cloud
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OpenThread



Nest Labs Confidential

OpenThread

Open-source Thread implementation
• Thread Certified Component
• BSD-3 license
• Supported by multiple vendors and community
• Used in Nest products

openthread.io

https://openthread.io/


Nest Labs Confidential

Why Open Source?

Full and unencumbered source access
• Debugging
• Flexible hardware selection
• Minimal business constraints
• Vendor and community support

Flexible Architecture
• Single code base for all products
• Hardware and OS independent
• Build SoC and NCP-based products
• Optimize memory and performance to platform

github.com/openthread/openthread

https://github.com/openthread/openthread
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OpenThread Core Library

Thread 1.1.1 Complete

Portable C/C++ library (C99 and C++03)
• Platform agnostic (narrow platform abstraction)
• OS agnostic (bare-metal, FreeRTOS, Linux, Windows)

Flexible system architecture
• Single-chip and Network Co-Processor support
• Flexible build configurations (e.g. FTD vs. MTD)

IEEE 802.15.4 MAC

6LoWPAN Header Compression / Fragmentation

IPv6

UDP

CoAP

MLE Endpoint

Addr Assignm
ent

Address Resolver

Com
m

issioning

Diagnostics

MLE Router

Mesh Forwarding

MPL

Crypto (AES, SH
A, EC-JPAKE)

DH
CPv6 Client

DH
CPv6 Server

M
essage Buffers

Platform Drivers

RandomAlarm Logging NVMemRadio

APIs

IPv6CoAP Control UDP

ICMPv6

MTD 71 KiB Code 10 KiB RAM

FTD 109 KiB Code 16 KiB RAM

mbedTLS 73 KiB Code 6 KiB RAM
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Rich C API

Control
• Thread (MLE, Commissioning, Border Router, …)
• IPv6 Protocol

Data
• UDP Sockets
• IPv6 Raw

Optional
• CoAP Client and Server
• DHCPv6 Client and Server
• DNSv6 Client
• Factory Diagnostics
• Network Co-Processor (NCP)
• Command Line Interface (CLI)

include/openthread
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Narrow Platform Abstraction

Required platform services
• Alarm
• Radio
• Random
• Settings (non-volatile)

include/openthread/platform



Nest Labs Confidential

802.15.4 SoC

Application

Single-Chip, Thread-Only

Highly integrated low-cost, low-power

• Application and OpenThread on same core

• Application directly calls OpenThread API

• Utilize OpenThread’s CoAP/UDP/IPv6 stack
OpenThread Drivers

OpenThread Core

OpenThread API
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Multi-Radio SoC

Application

Single-Chip, Multiple-Interface

OpenThread as a link technology

• Application and OpenThread on same core

• OpenThread as a link technology to IPv6 stack

• Input/output raw IPv6 datagrams
OpenThread Drivers

OpenThread Core

Third-Party IPv6

WiFi

OpenThread API
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Network Co-Processor (NCP)

Offload Thread functions to an SoC

• Support designs with a more-capable (but higher power) host 
processor

• Thread offload allows host processor to sleep while 
maintaining Thread network

• Spinel for control protocol

802.15.4 SoC

OpenThread Drivers

OpenThread Core

OpenThread API

Spinel

Host Processor

Spinel

Spinel

IPv6

Application
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Host / 802.15.4 Controller

Offload 802.15.4 functions to an SoC

• Support designs with a more-capable host processor

• OpenThread utilizing host processor resources

• Spinel control protocol

802.15.4 SoC

OpenThread Drivers

OpenThread Controller

Spinel

Host Processor

Spinel

Spinel

OpenThread Drivers

OpenThread Core

OpenThread API
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OpenThread Projects
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NCP Control Protocol: Spinel

General-purpose protocol for using a NCP

• Useful when network-layer stack is partially off-chip

• Provides a rich, property-based API

• Specializations for 802.15.4 and Thread

• Supports multiple logical network interfaces

• Can be extended while remaining backward compatible

• Transport framing protocol specified for UART and SPI
802.15.4 SoC

OpenThread Drivers

OpenThread Core

OpenThread API

Spinel

Host Processor

Spinel

IPv6

Application

goo.gl/xa9Coe
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Linux

wpantund

wpantund Project

User-space NCP network interface driver
• “pppd for NCPs”

• IPv6 connectivity to Thread on Linux and macOS

• Manages NCP power, firmware updates, scanning, joining, 
forming, and network attach/detach

• Convenient command-line interface: wpanctl

• DBus-based management API

• Uses Spinel protocol for NCP management
NCP

OT Drivers

OpenThread 
Core

OpenThread API

Spinel

Spinel

IPv6

TUN
Kernel

User

github.com/openthread/wpantund
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Border Router Project

End-to-end IPv4/6 Connectivity
• Stateful NAT64 for IPv4 connectivity

External Thread Commissioner
• Thread Border Agent

Web UI for Config and Management

Hardware
• Raspberry Pi 3B (BeagleBone coming soon)
• OpenThread Network Co-Processor (NCP)

github.com/openthread/borderrouter
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Windows 10

• Native Windows 10 and Windows 10 IoT support

• Contributed and maintained by Microsoft

• Two supported architectures
– OpenThread on NCP (Windows driver in tunnel mode)
– OpenThread on Windows (NCP in controller mode)

• wpantund-like solution for Windows platform

NCP

OT Drivers

OpenThread 
Core

OpenThread API

Spinel

Windows

Spinel

IPv6

User Space

Controller

OT Drivers

802.15.4 
Controller

OpenThread API

Spinel

SpinelSpinel

OpenThread CoreOpenThread
Tunnel

github.com/openthread/openthread/wiki/Building-on-Windows
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OpenThread Development
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Source Code

Freely available on GitHub

• BSD-3 license

• Supported by multiple vendors and community

github.com/openthread/openthread

https://github.com/openthread/openthread
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Development Kit Availability
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Process

POSIX Emulation

Emulate OpenThread device as POSIX process

• One process per device

• IEEE 802.15.4 radio driver on top of UDP sockets

• Simulate and test OpenThread networks without hardware

• Utilized by OpenThread Continuous Integration

Linux Kernel

Application

OT Drivers

OpenThread 
Core

OT API

UDP Socket UDP Socket

Process

Application

OT Drivers

OpenThread 
Core

OT API

IEEE 802.15.4 Frames
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Toolchain Agnostic

GNU Toolchain
• Support open and free development
• GNU make, GCC, GDB, binutils, autotools, etc.

Proprietary Toolchain Support
• IAR
• Visual Studio
• Other vendor-specific toolchains
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Flexible Build Configuration

Optimize to your application needs

Configuration Parameters
• Message buffer pool size
• Maximum number of children
• Maximum number of IPv6 addresses
• Log components and level
• Protocol options for CoAP, DNS, MLE, etc.

Feature Options
• Minimal and Full Thread Device Builds
• Network Co-Processor (NCP)
• Command Line Interface (CLI)
• Border Router
• CoAP Client and Server for Application
• DHCPv6 Client and Server
• DNSv6 Client
• Raw Link for 802.15.4 Controller
• Logging
• Factory Diagnostics
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Automated Test Infrastructure

• Static Analysis - Clang, Coverity, Visual Studio

• Unit Tests - test modules in isolation

• Functional Testing - test protocol behavior in emulation

• Address Sanitizer - compiler-instrumented memory error 
checking

• libFuzzer via OSS-Fuzz - in-process, coverage-guided, 
evolutionary fuzzing

• Code Coverage Analysis - measure degree of test coverage
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OpenThread Sniffer

NCP build has sniffer support built-in
• Single image for network operation and debugging
• Exposed via Spinel protocol
• Monitor mode (capture packets during operation)
• Promiscuous mode (dedicated sniffer)

Host-side support
• wpantund
• Stand-alone python tool (tools/spinel-cli/sniffer.py)
• Output pcap file format
• Pipe directly to Wireshark
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Thread Certification Tools

Thread Harness Automation
• Selenium-based
• tools/harness-automation

Thread Harness THCI for OpenThread
• Allows Thread Harness to control OpenThread directly
• Used to control OpenThread reference and DUT devices
• Maps to OpenThread CLI module
• tools/harness-thci
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Continuous Integration

Travis CI
• Free Linux and MacOS-based CI cloud service
• GCC (native and arm) 4, 5, and 6
• Clang static analysis
• Unit and functional tests
• SoC and NCP

AppVeyor
• Free Windows-based cloud service
• Visual Studio
• Unit tests
• Windows-kernel and NCP modes
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Anyone can contribute!

• Discuss
a. openthread-users@googlegroups.com
b. Stack Overflow with [openthread] tag

• Find a bug?
a. File a GitHub Issue

• New Feature?
a. Propose in a GitHub Issue
b. Implement and push to GitHub Fork
c. Validate continuous integration results
d. Submit to upstream in a GitHub Pull Request

mailto:openthread-users@googlegroups.com
http://stackoverflow.com/questions/tagged/openthread
https://github.com/openthread/openthread/issues
https://github.com/openthread/openthread/issues
https://github.com/openthread/openthread/issues
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Where to go from here

View the source
• github.com/openthread/openthread
• github.com/openthread/borderrouter
• github.com/openthread/wpantund

Play in simulation
• Codelab at codelabs.developers.google.com/codelabs/openthread-simulation

Play on hardware
• Dialog, Nordic, NXP, Qorvo, Silicon Labs, Synopsys, Texas Instruments

http://codelabs.developers.google.com/codelabs/openthread-simulation
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Nordic Thread SDK
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