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Diverse Communication Patterns

Multiple Interfaces
WiFi
Thread
BLE

Communicates with
Cloud (off premise)
Thermostat (on premise)
Mobile Phone (off or on premise)
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OpenThread o s

Opehthr‘ead Piatforms Guides Reference Testing Certification Resources Q  Search GITHUB
openthread.io

An open foundation for the connected home. GET STARTED

OpenThread

OpenThread released by Nest is an open-source implementation of Thread. Nest has
released OpenThread to make the networking technology used in Nest products more

O p e n _S O u rC e T h re a d i m p | e m e n ‘t a‘t i O n broadly available to developers, in order to accelerate the development of products for

the connected home.

With a narrow platform abstraction layer and a small memory footprint, OpenThread is

° T h re a d C e rt i fi e d C O m p O n e nt highly portable. It supports both system-on-chip (SoC) and network co-processor (NCP)

designs.

o BSD_3 Iicense GETTHECODE  LEARN MORE
«  Supported by multiple vendors and community Thezed e compeoent

OpenThread implements all features defined in the Thread 1.1.1 Specification. This

THREAD
° U S e d i n N e S-t p ro d u Ct S specification defines an IPvé-based reliable, secure, and low-power wireless device-to- @ CERTIFIED

device communication protocol for home applications. COMPONENT

GET THE SPECIFICATION
Who supports OpenThread?

Led by Nest, the following companies are contributing to the ongoing development of OpenThread.

o) THREAD

CERTIFIED _ -
COMPONENT ARM €Jdialog B Microsoft nest
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https://openthread.io/

Why Open Source?

github.com/openthread/openthread

Full and unencumbered source access

«  Debugging

« Flexible hardware selection

«  Minimal business constraints

« Vendor and community support

Flexible Architecture

« Single code base for all products

« Hardware and OS independent

«  Build SoC and NCP-based products

«  Optimize memory and performance to platform

02 @

«=2C 0 | & GitHub, Inc. [US] https://github.com/openthread/openthread

Qopenthreadfopenlhread:{)pes x\\ A\

<> Code () Issues 33

i) Pull requests 7

Il Projects 1 EE Wiki 4~ Pulse |ili Graphs

OpenThread released by Nest is an open-source implementation of the Thread networking protocol

openthread iot

D 1,136 commits

nest wireless mesh-networks ieee-B02154 Manage topics

¥ 2 branches ©> 0 releases A% 38 contributors

Branch: master v

New pull request

Create new file Upload files

-ﬂ' rlubos committed with jwhui Configure nrf52840 mbedtls build. (#1452) Li
s .appveyor Update appveyor release script with new public header files.

Il .astyle Change copyright to The OpenThread Authors. (#583)

il .github Issue template (#18)

B _travis Fix #1425: Reduce default BuildJobs to prevent reboot during build. (#...

| doc spinel: Clarify data packing notation and fix implementation. (#1433)

B etc/visual-studio
m examples

M include

Il src

im tests

Bl third_party

s tools

Windows App Updates (#1431)

Configure nrf52840 mbedtls build. (#1452)

Platform deinitialization function. (#1451)

Add retransmission logic to MLE Child Update exchanges from child. (#...
Add timeout parameter to NodeAPI's ping function (#1440)

Platform deinitialization function. (#1451)

spinel: Clarify data packing notation and fix implementation. (#1433)


https://github.com/openthread/openthread

OpenThread Core Library

APIs

Control

Thread 1.1.1 Complete

Portable C/C++ library (C99 and C++03)

Platform agnostic (narrow platform abstraction)
«  0OS agnostic (bare-metal, FreeRTOS, Linux, Windows)

Flexible system architecture

6LoWPAN Header Compression / Fragmentation

ual|g 9AdOHA
J9AIBS 9AdOHA

Single-chip and Network Co-Processor support

Mesh Forwarding

Flexible build configurations (e.g. FTD vs. MTD)

IEEE 802.15.4 MAC

Platform Drivers

Random

NVMem

MTD  71KiBCode 10 KiB RAM
ETD 109KiBCode 16 KiB RAM Logging
mbedTLS  73KiBCode  6KiB RAM




Rich C API

include/openthread

Control

+  Thread (MLE, Commissioning, Border Router, ...)
« |Pv6 Protocol

Data

« UDP Sockets
+  |Pv6 Raw

Optional

«  CoAP Client and Server

«  DHCPv6 Client and Server
«  DNSvé6 Client

+ Factory Diagnostics

*  Network Co-Processor (NCP)
«  Command Line Interface (CLI)

0@ / €) openthreadjincludejopenthre: X '\

> C 0O .ﬂ GitHub, Inc. [US] https://github.com/openthread/openthread/tree/masterfinclude/openthread

Pullrequests Issues Gist

t ’ This repository

El openthread / openthread @ Unwatch~ 164

<> Code Y lssues 33 Pull requests 6 Projects 1 =l Wiki Pulse Graphs

Branch: master~  openthread / include / openthread / Create new file

fi hubertmis committed with jwhui Platform deinitialization function. {(#1451)

| platform Platform deinitialization function. (#1451)

El Makefile.am Icmp6 cleanup.

El cli.h Move “openthread-types.h” to “openthread/types.h”.
El coap.h Change otMessage type to not hide pointer. (#1416)

El commissioner.h Automatic Joiners removal in Commissioner (#1421)

E erypto.h Crypto API cleanup.
E| dataset.h Move “openthread-types.h” to “openthread/types.h’.
El dhep6_client.h Move “openthread-types.h” to “openthread/types.h”.
El dhcpB_server.h
E diag.h

El lemp6.h

Move “openthread-types.h” to “openthread/types.h".
Diag API cleanup.

Change otMessage type to not hide pointer. (#1416)

*



Narrow Platform Abstraction |
® 0 /) opentnraaginciudefopenthre: x |\

include/openthread/platform .

= ﬁ [ﬂ GitHub, Inc. [US] https:,f,igithub.com}opemhread}opemhreadjtree.n’masterﬁnclude.ﬂopenthread,f:

R . d I f . ( ’ This repository Pull requests Issues Gist
& openthread / openthread @ Unwatch~ | 164
« Alarm
. <» Code 1) lssues 33 Pull requests & Projects 1 12 Wiki Pulse Graphs
« Radio
. Random Branch: master~ | openthread [ include  openthread / platform / Create new file
. Setti n g S (no n—vo I ati Ie) :—E_ hubertmis committed with jwhui Platform deinitialization function. (#1451)
[El Makefile.am Move “include/platform” to “include/openthread/platform”.
E alarm.h Move “include/platform” to “include/openthread/platform”.
[E diag.h Move “include/platform” to “includejopenthread/platform™.
[El logging-windows.h Update OpenThread Logging to include otinstance Pointer (#1438)
[E logging.h Move “include/platform” to “include/openthread/platform™.
[E] memory.h Move “include/platform” to “includejopenthread/platform™.
[El messagepool.h Add Dynamic Memory Support to otLwf.sys (#1414)
[E misc.h Move “include/platform” to “include/openthread/platform”.
[l platform.h Platform deinitialization function. (#1451)
[l radio.h Enable data poll triggered indirect retransmissions to a sleepy child (...
[El random.h Move “include/platform” to include/openthread/platform™.




Single-Chip, Thread-Only

Highly integrated low-cost, low-power

Application and OpenThread on same core
Application directly calls OpenThread API

Utilize OpenThread's CoAP/UDP/IPv6 stack

_______________________________

Application

802.15.4 SoC




Single-Chip, Multiple-Interface

OpenThread as a link technology

Application and OpenThread on same core
« OpenThread as a link technology to IPv6 stack

Input/output raw IPv6 datagrams

~
~

__________________________________________

Application

Third-Party IPv6

OpenThread API

WiFi

OpenThread Drivers

Multi-Radio SoC

_____



Network Co-Processor (NCP)

Offload Thread functions to an SoC

Support designs with a more-capable (but higher power) host
processor

Thread offload allows host processor to sleep while
maintaining Thread network

Spinel for control protocol

RN

_________________________

Host Processor

Application

IPve

OpenThread API

OpenThread Drivers

802.15.4 SoC

_________________________



Host / 802.15.4 Controller

Offload 802.15.4 functions to an SoC

Support designs with a more-capable host processor
OpenThread utilizing host processor resources

Spinel control protocol

_________________________

Host Processor

Spinel

802.15.4 SoC



OpenThread Projects




NCP Control Protocol: Spinel

goo.gl/xa9Coe

_________________________

Host Processor

II
General-purpose protocol for using a NCP | -
! Application
« Useful when network-layer stack is partially off-chip !
| IPv6
Provides a rich, property-based API
Specializations for 802.15.4 and Thread
Supports multiple logical network interfaces / OpenThread API

« Can be extended while remaining backward compatible OpenThread Core

OpenThread Drivers

Transport framing protocol specified for UART and SPI

802.15.4 SoC

_________________________

-
-,
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wpantund Project

__________________________________________

Uses Spinel protocol for NCP management

github.com/openthread/wpantund
User-space NCP network interface driver  User
“pppd for NCPs”
* IPv6 connectivity to Thread on Linux and macOS ove
Manages NCP power, firmware updates, scanning, joining, ___________ TUN __________________________
forming, and network attach/detach |
; Spinel \
Convenient command-line interface: wpanctl .| openThread API |
! OpenThread i
« DBus-based management API i Core !
i OT Drivers i



Border Router Project

github.com/openthread/borderrouter

End-to-end IPv4/6 Connectivity
Stateful NAT64 for IPv4 connectivity

External Thread Commissioner
Thread Border Agent

Web Ul for Config and Management

Hardware

Raspberry Pi 3B (BeagleBone coming soon)
« OpenThread Network Co-Processor (NCP)

Thread Border Agent

libbap

UDP Sockets
DBus DBus

Border Router

- Spinel
Border
Agent Proxy
CoAP

NCP




____________________________________________

Windows 10

OpenThread
Tunnel

| Windows
github.com/openthread/openthread/wiki/Building-on-Windows
i User Space
« Native Windows 10 and Windows 10 IoT support IPV6

Contributed and maintained by Microsoft

« Two supported architectures
- OpenThread on NCP (Windows driver in tunnel mode)

- OpenThread on Windows (NCP in controller mode)
! i ! OpenThread API
« wpantund-like solution for Windows platform i L 802.15.4
! b Controller
i i i OT Drivers
l NCP b Controller

~
~



OpenThread Development




Source Code

github.com/openthread/openthread

Freely available on GitHub

«  BSD-3 license

«  Supported by multiple vendors and community

GitHub

/ € openthreadfopenthread: Oper X '\ Google

S C (Y | @ GitHub, Inc. [US] https://github.com/openthread/openthread O eS0 |

openthread

released by Nest

OpenThread is an open-source implementation of the Thread networking protocol. Nest has
released OpenThread to make the technology used in Nest products more broadly available to
developers to accelerate the development of products for the connected home.

s} THREAD
CERTIFIED
COMPONENT

The Thread specification defines an IPv6-based reliable, secure and low-power wireless device-to-device
communication protocol for home applications. More information about Thread can be found on threadgroup.org.

Features

+ Highly portable: OS and platform agnostic with a radio abstraction layer

« Certified Thread Component: Implements all features defined in the Thread 1.1.1 specification

+ Tools: Provides tools used for development, such as an integration into the Thread Test Harness and a Sniffer
+ Small memory footprint

OpenThread implements all Thread networking layers including IPv6, 6LoWPAN, |IEEE 802.15.4 with MAC security,
Mesh Link Establishment, and Mesh Routing.

Who is supporting OpenThread

ARM Atmel ¢dislog B Microsoft

nest  Saweec T B
SEMICONDUCTOR P INSTRUMENTS



https://github.com/openthread/openthread

Development Kit Availability

¢dislog  [FMINORDIC X

Qorvo SYNOPSYS

SILICON LABS

I3 TEXAS colertio
INSTRUMENTS



POSIX Emulation

Emulate OpenThread device as POSIX process

« One process per device
« |EEE 802.15.4 radio driver on top of UDP sockets
Simulate and test OpenThread networks without hardware

Utilized by OpenThread Continuous Integration

Process

Application
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Toolchain Agnostic

GNU Toolchain

Support open and free development
GNU make, GCC, GDB, binutils, autotools, etc.

Proprietary Toolchain Support

IAR
Visual Studio
Other vendor-specific toolchains




Flexible Build Configuration

Optimize to your application needs

Feature Options Configuration Parameters
Minimal and Full Thread Device Builds « Message buffer pool size
Network Co-Processor (NCP) «  Maximum number of children
Command Line Interface (CLI) «  Maximum number of IPv6 addresses
Border Router « Log components and level
CoAP Client and Server for Application «  Protocol options for CoAP, DNS, MLE, etc.

« DHCPv6 Client and Server

«  DNSv6 Client

« Raw Link for 802.15.4 Controller
Logging
Factory Diagnostics



[ NN ) : Job #2161.9 - apenthreadjo; X

Automated Test Infrastructure B —

make check-TESTS
: test_common.py
: test_network_layer.py
1 test_ipv6.py
: test_crypto.py

- Static Analysis - Clang, Coverity, Visual Studio fnsmmnilie
: test_mle.py
: test_mac802154.py

« Unit Tests - test modules in isolation it Lowponi. o

: Cert_5_1_01_RouterAttach.py
: Cert_5_1_06_RemoveRouterId.py
. . 1 Cert_5_1_10_RouterAttachLinkQuality.py
* Functional Testing - test protocol behavior in emulation : Cert_5_1_08_RouterAttachConnectivity.py
: Cert_5_1_11_REEDAttachLinkQuality.py
: Cert_5_2_@1_BecomeActiveRouter.py

: Cert_5_1_@9_REEDAttachConnectivity.py

« Address Sanitizer - compiler-instrumented memory error : Cert_s_1.13_RouterReset.py
. : Cert_5_1_02_ChildAddressTimeout.py
CheCk|ng : Cert_5_1_12_NewRouterNeighborSync.py

: Cert_5_2_05_AddressQuery.py
1 Cert_5_1_07_MaxChildCount.py
: Cert_5_3_01_LinkLocal.py

* libFuzzer via 0SS-Fuzz - in-process, coverage-guided, bt L R

evolutionary fuzzing e

: Cert_5_Z2_04_REEDUpgrade.py

: Cert_5_1_03_RouterAddressReallocation.py
« Code Coverage Analysis - measure degree of test coverage : Cert_5_3_07_DuplicateAddress.py

: Cert_5_2_06_RouterDowngrade . py

1 Cert_5_3_08_ChildAddressSet.py

: Cert_5_2_02_LeaderRejectlHop.py

: Cert_5_1_04_RouterAddressReallocation.py

P YRR N S ST W T PR Y SRGRA 1] T,




OpenThread Sniffer

NCP build has sniffer support built-in

Single image for network operation and debugging
Exposed via Spinel protocol

Monitor mode (capture packets during operation)
Promiscuous mode (dedicated sniffer)

Host-side support

wpantund

Stand-alone python tool (tools/spinel-cli/sniffer.py)
Output pcap file format

Pipe directly to Wireshark

o0 e %) Ubuntu 64-bit 14.04.2

XC Q)3T 4 BB ccohl @@ 6

A m ™
Filter: | v | Expression... Clear Apply Save
No. Time Source Destination Protocol Length

55 45.000000 IEEE 802. 19
56 48.000000 fdee:dbs: : face: ff: fe0d:3000 fdee:dbs: : ff:feo: fcoo CoAP 119 |
57 48.000000 IEEE 802. a5
58 48.000000 fdee:db8: : f8ce: ff:fe00:1400 fdee:db8: : f8ce: ff:fe00:3000 CoAP 54 .
59 48.000000 IEEE 802. 19
60 54.000000 fdee:dbs: : f8ce: ff: fe00:3000

61 54.000000 fdee:dbs: : f8ce: ff:fee0:1400 fdee:dbs: : f8ce: ff: fe0n:3000 CoAP 85 |
62 54.000000 IEEE 8602. 19
63 54.000000 fdee:dbs::7963:b5ad: fec5:c491  fdee:dbs: :52d2:9a8e:bb84:abel ICMPVE 83 |
64 54.000000 IEEE 802. 197
65 54.000000 fdee:dbs: : face: ff:fe00:1400 ffe3::2 CoAP 81|
66 54.000000 fd b8: : f8ce: ff:fe0d: fdee:dbs: : f8ce: ff: fe0:1400 CoAP 48 |
67 54.000000 IEEE 802. 19+
68 54.000000 sf8cesff: 13000 :f8ce:ff:fe0o: 1400 CoAP 88 |
69 54.000000 IEEE 802. 19 .
76 54.000000 fdee:dbs: : face: ff: fee: 1400 ffe3::2 CoAP 81 |
71 54.000000 fdee:db8::52d2:9a8e:bb84:abel  fdee:db8::7963:b5ad: fec5:c491 ICMPVE 82 |
72 54.000000 IEEE 802. 19
73 54.000000 fdee:dbs: : ff: feee:1400 ffe3::2 CoAP 86 |
74 54.000000 fdee:dbs: : f8ce: ff:fe00:1400 fdee:dbs: : f8ce: ff:fe00:3000 CoAP 50 |

»Frame 60: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface ©
»Ethernet II, Src: 22:22:22:22:22:22 (22:22:22:22:22:22), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
v IEEE 802.15.4 Data, Dst: Broadcast, Src: 0x3000
»Frame Control Field: ©x9849, Frame Type: Data, Security Enabled, PAN ID Compression, Destination Addressing Mode: Sho
Sequence Number: 222
Destination PAN: @xface
Destination: exffff
Source: ©x3000
[Extended Source: 16:6e:0a:00:00:00:00:04 (16:6e:0a:00:00:00:00:04)]
Origin: 14
vAuxiliary Security Header
»Security Control Field: exed, Security Level: Encryption with 32-bit Message Integrity Code, Key Identifier Mode: In

Erama Cnuntar: S

oeee ff ff ff ff ff ff 22 22 22 22 22 22 80 9a 49 98
0010 de ce fa ff ff 60 30 @d 05 60 00 00 01 9b de 12 ..
0020 06 25 91 90 e4 ca 82 93 ac fb d4 ad b5 71 a0 67 B3 1
0030 80 ff ee 93 46 55 62 d3 1c od 21 6d el 2d 84 5f e EUD: =
0040 2d 6e 56 2f 66 31 5e fc da f8 33 cd 7e b 00 c5 LU 74 TR

0050 1f fa 41 38 d1 1 ..A8..
Frame (86 bytes) = Decrypted IEEE 802.15.4 payload (51 bytes) Decompressed 6LoWPAN IPHC (88 bytes)

@® File: "/mnt/hgfs/jonhui/Downlo... Packets: 82 - Displayed: 82 (100.0%) - Load time: 0:00.003



Thread Certification Tools

Thread Harness Automation

Selenium-based
+ tools/harness-automation

ooooooo

Thread Harness THCI for OpenThread

Allows Thread Harness to control OpenThread directly
Used to control OpenThread reference and DUT devices
Maps to OpenThread CLI module

« tools/harness-thci




Continuous Integration

Free Linux and MacOS-based Cl cloud service
GCC (native and arm) 4, 5, and 6

Clang static analysis

Unit and functional tests

SoC and NCP

AppVeyor @ AppVeyor

Free Windows-based cloud service
Visual Studio

Unit tests

Windows-kernel and NCP modes

® © @ % openthreadjopenthread - Tra. X

\

&« By ‘ @ Travis Cl GmbH [DE] https://travis-ci.org/openthreadfopenthread ﬁ| e
openthread / openthread ©@
Current  Branches  Build History  Pull Requests Mo

/ master Separate build output based on target. (#1482) -0- #4569 passed

[ Commit 3872825
) Compare 0b66335..3872825

£7 Branch master

¢ty Ran for 40 min 30 sec

(©) Total time 1 hr 28 min 3 sec

[i7 about2 hours ago

@ Jonathan Huiauthored (@ GitHub committed

Build Jobs

H 4569.1
H 4569.2
H 4569.3
F 4569.4
H 4569.5
H 4569.6
H 4569.7
F 4569.8
H 4569.9
F 4569.10

FF 4569.11

LSS SS9 1% %% &% || <

H 4569.12

o P L P P » P L P » B O

</* no language s
</> Compiler: clar
<> Compiler: gec
/> Compiler: gcc
</> Compiler: clar
</> Compiler: gec
<> Compiler: gcc
</> Compiler: gcc
</> Compiler: clar
</» Compiler: gcc
<> Compiler: gec

/> Compiler: gcc

[T BUILD_TARGET="pretty-check"

© 1minTs

[T) BUILD_TARGET="scan-build" CC="clang" CXX="clang++" (*) 5min17

[7) BUILD_TARGET="arm-gcc49"

[T) BUILD_TARGET="arm-gcc54"

[T) BUILD_TARGET="posix" CC="clang" CXX="clang++"
[T] BUILD_TARGET="posix" CC="gec" CXX="g++"

[T) BUILD_TARGET="posix" CC="gcc-5" CXX="g++-5"
[T] BUILD_TARGET="posix" CC="gcc-6" CXX="g++6"
[T) BUILD_TARGET="posix-distcheck" VERBOSE=1

[T BUILD_TARGET="posix-32-bit" VERBOSE=1

[T) BUILD_TARGET="posix-ncp-spi" VERBOSE=1

(7] BUILD_TARGET="posix-ncp" VERBOSE=1

() 4 min 14

o

) 4 min44

(y 1min23

(© 1min17

() 2min 38

() 2min 40
0 25min3
5y 23min5
) 1 min 16

%) 13 min 5.



Anyone can contribute!

« Discuss

a.
b.

openthread-users@googlegroups.com
Stack Overflow with [openthread] tag

- Find a bug?

a.

File a GitHub Issue

 New Feature?

Qoo

Propose in a GitHub Issue

Implement and push to GitHub Fork
Validate continuous integration results
Submit to upstream in a GitHub Pull Request

o0 ® / ) Pull Requests - openthread/o; X

- C ()} | & GitHub, Inc. [US] https://github.com/openthread/openthread/pulls
0 This repository Pull requests Issues Gist
£l openthread [ openthread @ Unwatch ~
Code Issues 40 11 Pull requests 10 Projects 1 El Wiki Pulse
Filters ~ is:pr is:open Labels Milestones
i1 10 Open + 1,189 Closed Author ~ Labels = Mileston

i Send commissioner set after petitioning » [enhancemen
#1486 opened 3 hours ago by GiedriusM « Review required 0.01.00 {Initial O..

i FFD device not advertise when attempts to attach any/same partition .+ ]
#1485 opened 15 hours ago by librasungirl « Review required

i add certified logo as svg and host on rawgit «+ docs P4
#1481 opened 3 days ago by beriberikix » Review required 0.01.00 (Initial O..

1" spinel-cli: Fixes for spinel documentation bugs. .~ [ nNce

#1478 opened 3 days ago by turon » Review required

il Win/app updates2 .~ [enhancement P3 | platform: windows
#1473 opened 5 days ago by jjlee9 « Review required 0.01.00 (Initial O..

il Support handling pending frame of NCP to reduce SRAM usage. .~ [enhancement|
#1439 opened 13 days ago by bukepo « Review required

i Add initial commissioning commands support to the NCP .~ [enhancement NCP [P3
#1393 opened 21 days ago by pszkotak - Review required

i Reduce MTD code size by removing some unused MeshCoP features .~ [enhancer
#1361 opened 27 days ago by chshu = Review required

il Remove Active and Pending Datasets from unsolicited Data Response. .~ [enhane
#1237 opened on Jan 31 by jwhui = Review required 0.01.00 (Initial O..


mailto:openthread-users@googlegroups.com
http://stackoverflow.com/questions/tagged/openthread
https://github.com/openthread/openthread/issues
https://github.com/openthread/openthread/issues
https://github.com/openthread/openthread/issues

Where to go from here

View the source

github.com/openthread/openthread
github.com/openthread/borderrouter
github.com/openthread/wpantund

Play in simulation
Codelab at codelabs.developers.google.com/codelabs/openthread-simulation

Play on hardware
Dialog, Nordic, NXP, Qorvo, Silicon Labs, Synopsys, Texas Instruments


http://codelabs.developers.google.com/codelabs/openthread-simulation

Nordic Thread SDK







